
1 

WLAN Security:  
Cracking WEP/WPA  

äé. Õä. îÚòÚÖ° Ýæÿßõćâ 

Assoc. Prof. Anan Phonphoem, Ph.D. 
anan.p@ku.ac.th 

http://www.cpe.ku.ac.th/~anan 

Computer Engineering Department 

Kasetsart University, Bangkok, Thailand 

Wireless LANs  
2011  



WEP Block Diagram  
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WEP ï Encoding  
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WEP Frame  
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WEP ï Decryption  
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Cracking WEP  
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Cracking Steps  

1) Reconnaissance (Collect target info.) 
[kismet]  

2) Run promiscuous mode [iwconfig, airmon]  

3) Collect data [airodump]  

4) Crack key [aircrack]  
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Default SSIDs  
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1) Reconnaissance  
    (Collect target info.)  
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Kismet (Reconnaissance)  
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Kismet (AP Info.)  
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Kismet (Client Info.)  
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2) Run promiscuous mode  
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Regular Behavior  

Station 1 transmits to all (broadcast) 
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Intention to Eavesdrop  

Promiscuous  

mode  

Station 1 transmits to station 4 
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iwconfig  
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Promiscuous Mode Setup  
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3) Collect data  
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airodump  

From Kismet 



Airodump  problem  

root@APMoose:~/ toulouse# airodump-ng mon0 

ioctl(SIOCSIFFLAGS) failed: Operation not possible due to RF-kill  

 

/dev/ rfkill   is ñLinux ós Subsystem kernel  for controlling radio transmisster (activated/deactivated)ò 

anan@APMoose:~$ rfkill  list  

0: phy0: Wireless LAN 

 Soft blocked: no       ċ software can reactivate 

 Hard blocked: no      ċ software cannot reactivate 

1: acer-wireless: Wireless LAN 

 Soft blocked: no 

 Hard blocked: no 

2: acer-bluetooth: Bluetooth 

 Soft blocked: no 

 Hard blocked: no 

4: hci0: Bluetooth 

 Soft blocked: no 

 Hard blocked: no 

Solve by:  

root@APMoose:~/ toulouse# rfkill   unblock all  
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airodump  
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airodump data files  
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4) Crack Key  
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aircrack  


