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What is Secure Communication ? 

ÅSecrecy 
ÅOnly you and me, no one else 

ÅAuthentication 
ÅIdentify that is real you  

ÅMessage Integrity 
ÅMessage is not altered 
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Secrecy  

ÅPrivacy or confidentiality 

ÅCannot block the sniffer! 

ÅRequires encryption/decryption mechanism 

ÅEncryption at the sender 

ÅDecryption at the receiver  

Åusing a public or private (secret) key to 
decode the encrypted information  
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Authentication  

ÅConfirms identity of the communicating  party  

ÅAssures the real sender and real receiver 
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Message Integrity  

ÅData integrity  

ÅData is transmitted from source to destination 
without undetected alteration  

ÅNon-repudiation 

ÅProve that a received message came from a 
claimed sender 

 

Integrity: Âóäã÷Õ×øîìæòÂÅùÔÙääâ,ÅèóâÌøćîëòÖã°,ÅèóâëâÛúäÔ°,ÅèóââòćÚÅÈ,ÅèóâÿÜ»ÚîòÚìÚ÷ćÈîòÚÿÕöãèÂòÚ (honesty) 
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Wireline VS. Wireless Security  
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Wireless Magnifies Vulnerability  

ÅTraditional wireline link 

ÅBenefits from physical security 

ÅAccess to the wire is required  

ÅAccess to Switch/Hub is required  

ÅWireless link 

ÅExtended range beyond a room or a building 

ÅEasy to eavesdrop  

Vulnerable: үӤүқҿү ӂңӤңҳӆқ҆҉ 
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Trust  

ÅCommunicate to unseen devices 

ÅPhysically hidden (End user, AP, é) 

ÅProblem on both home and foreign networks 

ÅService provider maybe not trustable 

ÅAccess points 

ÅDHCP servers 

ÅIntermediate nodes 
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End-to -End/Link Security  

End-to-End Security 

Internet  

Link Security 



11 

End-to -End/Link Security  

ÅEnd-to-end security provided by  
ÅNetwork layer (e.g., IPsec) 

ÅTransport layer (e.g., SSL) 

ÅApplication layer (e.g., app. -specific) 

ÅLink security provided by  
ÅLink layer (e.g., IEEE 802.11 WEP, WPA, or 

IEEE 802.11i) 
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Outline  

ÅSecure Communication 

ÅSecurity Mechanisms  

ÅSecurity Threats 

ÅIEEE 802.11 Security 

ÅWLAN security management 

X 
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Security Mechanisms  

ÅCryptography 

ÅAuthentication 



14 

Cryptography  

ÅSymmetric (private) key cryptography  

ÅSender and receiver keys are identical (KA = KB) 

ÅAsymmetric (public) key cryptography 

ÅSender (encryption) key (KA) is public 

ÅReceiver (decryption) key (KB  ̧KA) is private 

 

 

Plaintext 

Encryption 

KA 
Ciphertext 

Decryption 

KB 
Plaintext 
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Public Key Cryptography  

ÅUnlike a private key system, one can publish the key for 
encryption in a public key encryption system 

 

Decryption 

KB
- 

Encryption 

KB
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Ciphertext 

KB
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Authentication (Private Key)  

ÅAuthentication can be implemented with symmetric 
(private) key cryptography  

 

Claim ñAò 

A B 

R 
Generate a 
one-time ñnonceò 

K(R) 

encrypt 

R X 
decrypt 

nonce: Ҍҳӆҩ҄ҕҲҭқҸӆ҉ 
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Authentication (Public Key)  

ÅUse of public key avoids shared key problem 

ÅVulnerable to ñman-in-the-middleò attack 

R 

Claim ñAò 

A B 

KA
-(R) 

KA
+ 

Compute KA
+(KA

-(R)) = R X 

Sender must have 

used private key of A, 

so it is A Key Request 

KA
+: Aôs public key 

KA
-: Aôs private key 
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Typical WLAN Topology  

LAN  

Internet  
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Types of Attacks  
Sniffing  

ÅEavesdrop network traffic  
ÅSSID broadcast is full text  

LAN  

Internet  
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Types of Attacks  
Spoofing  

ÅImpersonate legitimate device 
credentials, like MAC address  

LAN  

Internet  



22 

Types of Attacks  
Jamming  

ÅIntroduction of radio signals that 
prevent WLAN operations  

LAN  

Internet  
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Types of Attacks  
Session Hijacking  
ÅHacker disconnects the 

legitimate user but makes AP 
think that user is still connected  

LAN  

Internet  
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Types of Attacks  
DoS  

ÅFlood the network with useless 
traffic (e.g.repeated login 

requests) and eventually shut it 
down  

LAN  

Internet  
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Types of Attacks  
Man in the Middle  

ÅAll WLAN traffic from devices is 
passed through the rogue device  

ÅLack of strong AP level 
authentication  

LAN  

Internet  
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Types of Attacks  

WarDriving  

Driving around town looking for 
unprotected WLAN connections to 

get Internet access  
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Example  

SUBURBAN RETAIL/RESIDENTIAL (6.5 miles) 

 

    2002 2005 

# Wireless LANs   27 332 

# WEP Enabled   2 103 

# WPA Enabled   n/a 7 

# with NO SECURITY  25 222 

# set to FACTORY DEFAULTS 19 6 

        (This is BAD!) 

Fortress Technologies, Inc. 
August 10, 2005 



28 

Example  

RESIDENTIAL NEIGHBORHOOD 

(110 Single Family Homes, 100 Townhouses) 

 

    2003 2005 

# Wireless LANs   12 86 

# WEP Enabled   0 25 

# WPA Enabled   n/a 1 

# with NO SECURITY  12 60 

# set to FACTORY DEFAULTS 10 3 

    
ñI just found the worldôs biggest hotspot.  The SSID is 

ólinksysôéò 

Fortress Technologies, Inc. 
August 10, 2005 
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Authentication & Encryption Std  

EAP 

802.1x 

WPA-TKIP 802.11i 

RC4 

TLS 

MSFT 
IETF 

 

Encryption Algorithms 

Authentication Protocols 

PEAP 

CSCO/MSFT 
IETF 

Certificate Credentials Username/Password 

Encryption Standards WEP 

RC4 AES 

Dan Ziminski & Bill Davidge 
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Built - in WLAN Security  

ÅW ired Equivalent Privacy (WEP) 

ÅProvides encryption based on RC-4 cipher 

Å802.1x 

ÅProvides authentication using Extensible 
Authentication Protocol (EAP) 

ÅW i-Fi Protected Access (WPA) 

ÅUses dynamic keys and advanced encryption 

Å802.11i 

ÅAdvanced encryption and authentication 
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802 .11 b Security Services  

ÅTwo security services provided: 

ÅAuthentication 

ÅShared Key Authentication 

ÅEncryption 

ÅWired Equivalence Privacy 
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Wired Equivalence Privacy  

ÅShared key between 
ÅStations 

ÅAn Access Point 

ÅExtended Service Set 
ÅAll Access Points will have same shared key 

ÅNo key management 
ÅShared key entered manually into 
ÅStations 

ÅAccess points 

ÅKey management nightmare in large wireless LANs 
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RC4 

ÅRonôs Code number 4 
ÅSymmetric key encryption 

ÅRSA Security Inc. 

ÅDesigned in 1987 

ÅTrade secret until leak in 1994 

ÅRC4 can use key sizes from 1 bit to 2048 bits 

ÅRC4 generates a stream of pseudo random bits 
ÅXORed with plaintext to create ciphertext 
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Authentication & Encryption Std  

EAP 
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WPA-TKIP 802.11i 
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MSFT 
IETF 
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WEP Block Diagram  
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WEP ï Encoding  
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WEP ï Sending  
ÅCompute Integrity Check Vector (ICV) 

ÅProvides integrity 

Å32 bit Cyclic Redundancy Check. 

ÅAppended to message to create plaintext. 

ÅPlaintext encrypted via RC4 

ÅProvides confidentiality 

ÅPlaintext XORed with long key stream of pseudo 
random bits 

ÅKey stream is function of  

Å40-bit secret key 

Å24 bit initialisation vector  

ÅCiphertext is transmitted 
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WEP ï Decryption  
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WEP ï Receiving  

ÅCiphertext is received 

ÅCiphertext decrypted via RC4 
ÅCiphertext XORed with long key stream of pseudo 

random bits 

ÅKey stream is function of  

Å40-bit secret key 

Å24 bit initialisation vector (IV)  

ÅCheck ICV 
ÅSeparate ICV from message 

ÅCompute ICV for message 

ÅCompare with received ICV 
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Shared Key Authentication  

ÅWhen station requests association with AP 
ÅAP sends random number to station 
ÅStation encrypts random number 
ÅUses RC4, 40 bit shared secret key & 24 bit IV  

ÅEncrypted random number sent to AP 
ÅAP decrypts received message 
ÅUses RC4, 40 bit shared secret key & 24 bit IV  

ÅAP compares decrypted random number to transmitted 
random number 

ÅIf numbers match, station has shared secret key 
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WEP Safeguards  

ÅShared secret key required for: 
ÅAssociating with an access point 

ÅSending data 

ÅReceiving data 

ÅMessages are encrypted 
ÅConfidentiality 

ÅMessages have checksum 
ÅIntegrity  

ÅBut management traffic still broadcast in clear 
containing SSID 
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Initialization Vector  

ÅIV must be different for every message transmitted 

Å802.11 standard does not specify how IV is calculated 

ÅWireless cards use several methods 

ÅSome use a simple ascending counter for each message 

ÅSome switch between alternate ascending and 
descending counters 

ÅSome use a pseudo random IV generator 



44 

Passive WEP attack  

ÅIf 24 bit IV is an ascending counter, 

ÅIf Access Point transmits at 11 Mbps, 

ÅAll IVs are exhausted in roughly 5 hours 

ÅPassive attack: 

ÅAttacker collects all traffic 

ÅAttacker could collect two messages: 

ÅEncrypted with same key and same IV 

ÅStatistical attacks to reveal plaintext 

ÅPlaintext XOR Ciphertext = Keystream 
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Active WEP attack  

ÅIf attacker knows plaintext and ciphertext pair 

ÅKeystream is known 

ÅAttacker can create correctly encrypted messages 

ÅAccess Point is deceived into accepting messages 

ÅBitflipping 

ÅFlip a bit in ciphertext 

ÅBit difference in CRC-32 can be computed 
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Limited WEP keys  

ÅSome vendors allow limited WEP keys 

ÅUser types in a passphrase 

ÅWEP key is generated from passphrase 

ÅPassphrases creates only 21 bits of entropy in 40 bit 
key 

ÅReduces key strength to 21 bits = 2,097,152 

ÅRemaining 19 bits are predictable 

Å21 bit key can be brute forced in minutes 

Åwww.lava.net/~newsham/wlan/WEP_password_cracke
r.ppt  
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Creating limited WEP keys  
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Brute force key attack  

ÅCapture ciphertext 

ÅIV is included in message 

ÅSearch all 240 possible secret keys 

Å1,099,511,627,776 keys 

Å~ 170 days on a modern laptop 

ÅFind which key decrypts ciphertext to 
plaintext 
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128 bit WEP  

ÅVendors have extended WEP to 128 bit keys 

Å104 bit secret key 

Å24 bit IV 

ÅBrute force takes 10^ 19 years for 104-bit key 

ÅEffectively safeguards against brute force attacks 
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Key Scheduling Weakness  

ÅPaper from Fluhrer, Mantin, Shamir, 2001 

ÅTwo weaknesses: 

ÅCertain keys leak into key stream 

ÅInvariance weakness 

ÅIf portion of PRNG input is exposed,  

ÅAnalysis of initial key stream allows key to be 
determined 

ÅIV weakness 
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IV weakness  

ÅWEP exposes part of PRNG input 
ÅIV is transmitted with message 

ÅEvery wireless frame has reliable first byte 
ÅSub-network Access Protocol header (SNAP) used in logical 

link control layer, upper sub-layer of data link layer.  

ÅFirst byte is 0xAA 

ÅAttack is: 
ÅCapture packets with weak IV 

ÅFirst byte ciphertext XOR 0xAA = First byte key stream 

ÅCan determine key from initial key stream 

ÅPractical for 40 bit and 104 bit keys 

ÅPassive attack 
ÅNon-intrusive / No warning 



52 

Wepcrack  

ÅFirst tool to demonstrate attack using IV 
weakness 

ÅOpen source, Anton Rager 

ÅThree components 

ÅWeaker IV generator 

ÅSearch sniffer output for weaker IVs & record 1st byte 

ÅCracker to combine weaker IVs and selected 1st bytes  

ÅCumbersome 
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Airsnort  

ÅAutomated tool 

ÅCypher42, Minnesota, USA. 

ÅDoes it all! 

ÅSniffs 

ÅSearches for weaker IVs 

ÅRecords encrypted data 

ÅUntil key is derived. 

Å100 Mb to 1 Gb of transmitted data.  

Å3 to 4 hours on a very busy WLAN. 
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Avoid the weak IVs  
ÅFMS described a simple method to find weak IVs 
ÅMany manufacturers avoid those IVs after 2002 

ÅTherefore Airsnort and others may not work on recent 
hardware  

ÅHowever David Hulton aka h1kari 
ÅProperly implemented FMS attack which shows many 

more weak IVs 

ÅIdentified IVs that leak into second byte of key 
stream. 

ÅSecond byte of SNAP header is also 0xAA 

ÅSo attack still works on recent hardware 

ÅAnd is faster on older hardware 

ÅDwepcrack, weplab, aircrack 
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Generating WEP traffic  

ÅNot capturing enough traffic? 

ÅCapture encrypted ARP request packets 

ÅAnecdotally lengths of 68, 118 and 368 bytes 
appear appropriate 

ÅReplay encrypted ARP packets to generate 
encrypted ARP replies 

ÅAireplay implements this. 
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Wired Equivalent Privacy (WEP)  

ÅProvides rudimentary 40-bit/ 128-bit encryption 

ÅRC-4 cipher 

ÅWeak Point is IV not RC-4 

ÅStatic encryption keys ð must be changed 

manually 

ÅAttackerôs tools: Airsnort, Yellowjacket, Airfart  

ÅEncryption keys can be cracked 

ÅDefault setting is ñOFFò  
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802 .1x ð A New Hope  

ÅProvides secure access using port control 

ÅUses EAP (Extensible Authentication Protocol) 

ÅSupports Kerberos, smart cards, one-time 
passwords, and so on 

ÅComponents required: 
ÅWireless device 

ÅAP 

ÅAuthentication server, typically Remote Authentication 
Dial-in User Service (RADIUS) 
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Authentication & Encryption Std  
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How 802 .1x Works  

User requests connection 

AP requests user ID 

User sends ID 

RADIUS confirms credentials 

AP requests user credentials 

User sends AP credentials AP sends credentials to RADIUS 

RADIUS asks for credentials 

AP requests RADIUS 

connection for user 

AP confirms credentials 

If credentials are correct, user is given access to the network through the AP, 

according to policies enforced by the authentication server 

Wireless Device Access Point Authentication Server (RADIUS) 
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802 .1x EAP-TLS Authentication  

Station 

Supplicant 

Access Point 

Authenticator RADIUS Server 

Authorizer 

Client digital cert 

From XYZ CA 

Server Digital cert 

From XYZ CA 

Dan Ziminski & Bill Davidge 
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802 .1x PEAP authentication  

Station 

Supplicant 

Access Point 

Authenticator 

Digital cert 

From XYZ CA 
Phase 1: 

Authenticate AP.  

Secure tunnel 

to AP using TLS 

Phase 2: 

Password authentication 

with directory server 

Username: ABC 

Password: encrypted 

Success/Fail 

Dan Ziminski & Bill Davidge 


