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i Telnet

A Telecommunications Net work Protocol

A Standard communication for terminals to
remote host

A Character-based command interface
A General purpose clientserver



i Local Login
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i Remote Login
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i Network Virtual Terminal

A Differences of character sets

A Example 1:

A IBMT used EBCDIGA =0xC1)
A Others1 used ASC//(A = 0x41)

A Example 2:
A PC (eol = carriage return +line feed)
A Unix server (eol = only line feed)

A Need Translation !



‘L Network Virtual Terminal (NVT)

perform translation between its own character set
and NYT format

Pseudoterminal

driver

A

i Internet '

Local computer + NVT character set + Remote computer

character set character set



i Telnet Operation

A Server
A Normal

Istens on TCP port23
y, client transmits when enter Is

pressed
A Sever sends back in blocks of lines

A Control

command embedded In

character flow



i Control Command

A IAC: Interrupt As Command (OxFF)

A Indicate that next char is control command
A followed by one or more characters

A DO: Requestother party to perform ( OxFD)

ADONOT: Demand ot hOgRE) p :
A SB: Subnegotiation (OxFA)

A SE: End subnegotiation(0xF0)

A €



‘L Example: Telnet Exchange

Client

I will enable the terminal option

Terminal type HWILLH IAC >
18 FB FF

Do enable terminal option

~€ IAC H DO Terminal type

FF FD 18
Set the terminal type to “VT"

SE HIAC H T "V’

Terminal type H SB H IAC |——>
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Example

Client

A

GO AHEAD

A

WILL TERMINAL TYPE

DO TERMINAL TYPE

Y

A

GO AHEAD

WILL TERMINAL SPEED

A

DONT TERMINAL SPEED

Y

A

Login:

A

GO AHEAD

forouzan

Y

A

A

Password:

GO AHEAD

XXXXX

A

GO AHEAD

¥

cp filel file2

¥
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i Interrupting an application program

IP

IAC

Application

Interrupt ‘

12



Outline
iIZI

A File Transfer Protocol (FTP)
A Trivial File Transfer Protocol (TFTP)
A Hypertext Transfer Protocol (HTTP)

A Electronic Mall
A Other Applications

13



i File Transfer Protocol (FTP)

A

A

A

A

FTP usages
A download files from remote host to local host
A upload files from local host to remote host

Differences in file names and types

Need two TCP connections
A well-known port 21 for control connection
A well-known port 20 for data connection

Text mode / graphic mode
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‘.h FTP

User
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i Using FTP program

A opencommand (specify domain name of
remote host)

A Form a TCPcontrol connection

A Supply login name and password

A anonymous login name
A with guest password (or email address)

A after authorization
A establish a new data connection for each file
A file transfer can start in either direction

A control connection remains open

A after finished, c/losecommand
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Creating Data Connection

Control 52010 I< "‘I o1 Control
process process
Data transfer 63000 | Passive Data transfer
process open process
Client Server
a. Passive open by client
PORT 63000
Control T ——t Control
process process

Data transfer 63000 | Passive Data transfer
process open process
Client Server
b. Sending ephemeral port number to server
Control 62010 I‘: ;I 51 Control
process process
Data transfer 63000 I < - I 20 Data transfer
process process
Client Server

c. Active open by server
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i Connection Establishment

e O \f B &
R &9 1240 R En1
PORT 158, 108, 33, 1, 10D —> —
1125
. n am.\ 5 = 82D . i%’\ . . nm
BTEE)1125:14 .................................................................... »[ ] BT@ZO
<— Active OPEN : 158.108.33.1, 1125
158.108.33.1 ) 158.108.33.2

G eART 20 ©Y Us UE k£ & E0BRHIHAIDB1135 0 E |
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i FTP Commands

A

dir : remote host sends directory listing to
local host

get <file - name>: remote host sends
<file -name> to local host

put <file - name>: local host sends <file -
name> to remote host

cd <directory - name>: change directory
of remote host to <directory -name>

/7

e
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i File Types and Transfer Modes

Two basic transfer types

A texture (text files)
A ASCII or EBCDIC character set

A binary (non-text files)

A not Interpret content 1 just exact copy bit
A do not convert local representative
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Example

Client Server
Control Control
process process

Client

Data transfer
process

< 220 (Service ready)

—l USER forouzan

‘—' 331 (User name OK. Password?)

—| PASS xxxxxx

- 230 ( User login OK )

| PORT 8888

{—' 150 (Data connection will open shortly)

—| LIST /usr/user/report
4—' 125(Data connection OK)
DATA
TRANSFER

<—| 226 (Closing data connection)

— QUIT

- 221 (Service closing)

L VT

Control connection

List of files or directories

List of files or directories

Data connection

process
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Example

i anan@alpha.cpe.ku.ac.th: fhomeflectfanan

[ananidalpha anan] § ftp
ftp> open ftp.ku.ac.th
ected to ftp.kKu.ac.th.
@ (waFTPd 2.0.1)
530 Please login with U3EER and PARS.
230 Please login with U3EER and PARS.
EEREEROS V4 rejected as an authentication type
[frtp.ku.ac.thianan) ! anonymous
Please specify the password.

Ozing hinary mwode Lo transfer files.

ftp> dir

227 Entering Passiwve I-In:u:le

150 Here comes the directory o

Arwxr—xr—x 15 503 S0 4096 Zep 20 11:46 pub
Z22b Directory send QK.




i FTP characteristics

A FTP Is complex protocol

A FTP uses TCP (heavyweight)
A for large file transfer
A not suitable for simple/small transactions
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i Trivial FTP (TFTP)

A
A
A
A

Lightweight protocol
Only support file transfer (no interaction)

A No authorization
A Use only subset of FTP command

A connect get, put, asci, and binary

Use UDP with port 69

A less reliable but low overhead

Usage

A bootstrap (diskless HW) T e.g. Router

A only need network connection and small ROM
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TFTP Connection

Passive
open
Client <« 69 Server
a. Passive open by server
Active
_ open
Client [50032 » 69 Server
b. Active open by client
<« 69 S
Client [50032 |« »[c2000] S O

c. Rest of communication



‘L TFTP Connection

3 3

UDP Source port50,100 Destport 69 wr i t o0 ,iofni € tez&

UDP Source port60,000 Dest port 50,100 Ack block =0

UDP Source port50,100 Dest port 60,000 Data block = 1

UDP Source port60,000 Dest port 50,100 Ack block =1

Vd

€

S

i
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i TFTP Message

A Read message
A Write message
A Data message

A Ack message

A Error message

OpC(l)de File name Mode
2 bytes Variable 1 byte Variable 1 byte
Opogde File name Mode All 0s
2 bytes Variable | byte Variable | byte
OpCode Block »
=3 number Data
2 bytes 2 bytes 0-512 bytes
OpCode | Block
=4 number
2bytes 2 bytes
Op:Cg de n%gg . Error data
2 bytes 2 bytes Variable 1 byte
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i TFTP Example

Client Server
____________ RRQ
I ascii I filel H—
DATA
—ﬂ 1 [Block 1 512 bytes
ACK
1| =
Block 2 512 bytes
DATA Time-out
———@= | 2 [Block 2 512 bytes Resent
ACK
2| =p
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Hypertext Transfer Protocol (HTTP)

A Most extensively used in the Internet

A Communication between web browsers and
web server

A Standard access protocol

A to allow applications to get and send document
and files across Internet

A HTTP iIs hidden behind web browser GUI
A TCP connection with welkknown port 80
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i Markup Language

A Method of presenting document in
common character set (ASCII)

A Usingtag for formatting instruction

embedded In the text
A Inform application how to display document

A font, iIndentation, text color, etc.
A €.g. word processor
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i Hypertext

A A collection of documents containing
crossteferences or "links"
A Use In Interactive browser program

A allow reader to move easily from one
document to another

A point-and-click references between doc.

33



i Hypertext

Computers

A computer is a digital
electronic machine

made of a CPU, a control
unit, and memory.

IT¢+I

\7 Y > It is random
[t is used to do It is part of a It can be RAM or | [[| €C®5S MeEmotLy.
mathematical computer that ROMI. It is used in a RAM
and logical controls the flow computer to store -
calculation. of data. information. | | Ttis read-only
CPU Control unit Memory memory.
ROM
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i Hypertext Markup Language (HTML)

A Coded format language used for

A creating hypertext documents on WWW
A controlling how Web pages appear

A HTML documents are written in plain text
A with the addition of tags

A Example tag
A ANCHOR <A>tag A create link

<A HREFEHtp:/iwing.cpe.ku.ac.th indexhtm!"> IWING
Welcome page< /A>
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i General Form of HTML Document

<HTML>
<HEAD>
<TITLE>

Intelligent Wireless Network Group
</TITLE>

</HEAD>
<BODY>

<A HREFEHttp:/Mww.ku.ac.th indexhtml|"> Kasetsart
University Page< /A>

</BODY>
</HTML>
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i Universal Resource Locators (URLS)

A Address identifies the location of a Web page
A A way of specifying the location of something

on the Internet

A Indicate service used to access the resource

http://<hostname_or_address>[:<port>

/<path_filename>

mailto://<username>@<hostname>
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i HTTP transaction

w1
D
2
1"
=

N

This is \ >
a request.

This is
a response.

request/response message use HTTP message header followed by MIME
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Request Message

Space Space
Request line Request type L L -
q h (method) URL HTTP version
Headers
A blank line URL

Uniform resource locator

BOdy Method |:// Host : / Path

(present only in

some IIlESSElgES)

http://iwing.cpe.ku.ac.th: 8080/project

Request message



i Response Message

Space Space
Status line ‘ HTTP version i Status code i Status phrase
Headers
A blank line Status code:

Same format as FTP responses (three digits)

Body
(present only in

some HlESSElgES)

Response message

40



Headers

Request line

Headers

Header name

A blank line

Body
(present only in

some IIlESSElgES)

Request message

Space

Header value

41




Example:
Retrieve Documenti GET method

Server

Client
_ _

BLE

Request (GET method)

GET /usr/bin/imagel HTTP/1.1
Accept: image/gif
Accept: image/jpeg

request lin

Response

Heade

HTTP/1.1 200 OK
Status line Date: Mon, 07-Jan-02 13:15:14 GMT

Server: Challenger
< MIME-version: 1.0
Content-length: 2048

(Body of the document)

GET method to retrieve an image with the path



Example:
Retrieve Documenti HEAD method

%
9]
2
4]
e

Client
, :

1E

Request (HEAD method)

HEAD /usr/user/filel.html HTTP/1.1
Accept: */*

Response

HTTP/1.1 200 OK
Date: Tue, 08-Jan-02 13:15:14 GMT
Server: Challenger

MIME-version: 1.0

Content-type: text/html
Content-length: 1020

HEAD method to retrieve information about an HTML document
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Example: POST method

Server
=
Client
' —
________ Request (POST method)
POST /cgi-bin/doc.pl HTTP/1.1
Accept: */*
Accept: image/gif
Accept: image/jpeg >

Content-length: 50

(Input information)

Response

HTTP/1.1 200 OK

Date: Mon, 07-Jan-02 13:15:14 GMT
Server: Challenger

< MIME-version: 1.0

Content-length: 2000

(Body of the document)

POST method to send input data to the server

44



Example

$ telnet www.cpe.ku.ac.th 80
Trying 158.108.32.6...
Connected to www.cpe.ku.ac.th.
Escape character is ']'.

Request I~nguan/test.html HT TP/t:8.4"7
ACCEPT: */* /

Response

mm—

HTTP 0U OK

Date: Mon, 04 Oct 1999 03:56:03 GM
Server: Apache/1.3.3 (Unix) (Red Hat/Linu
Connection: close

Content-Type: text/html

test.html in CPE web server under ~nguar
Connection closed by foreign hg

Status line
GET /HTTPA.O
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i Electronic Malil

A Emall uses several application
protocols:

A SMTP: to exchange email messages
between Email Servers and to send email
from your PC to an email server.

A POP or IMAP : to retrieve emalil messages
from your email server to your PC.

A MIME : to structure the content of the
email message

47



i Simple Mail Transfer Protocol (SMTP)

User User

: I

sbAlnE SMTP
client server

TCP
ephemeral port

TCP
well-known port 25
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User Agent (UA) and
Mail Transfer Agent (MTA)

User A
[ )

create/read/store mail

find path/delivery mail

49



Electronic Mall




i User Agent (UA) Format

Behrouz Forouzan
De Anza College
Cupertino, CA 96014

Sophia Fegan
Com-Net
Cupertino, CA 95014

Mail From: forouzan @deanza.edu
RCPT To: fegan@comnet.com

N,

Envelope

)
<

Sophia Fegan
Com-Net

Cupertino, CA 95014
Jan. 5, 1998

Subject: Network
Dear Mrs. Fegan:
We want to inform you that

our network 1s working pro-

perly after the last repair.

Yours truly,

Behrouz Forouzan

From: Behrouz Forouzan
To: Sophia Fegan

Date: 1/5/98

Subject: Network

Header

<

Dear Mrs. Fegan:
We want to inform you that
our network is working pro-

perly after the last repair.

Yours truly,

Behrouz Forouzan

A

Body

N

Message
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Relay MTA

User A User B
® @

H H
Client

Server

Store-and-forward

A Store mail while not connect

A Security: one point of connection to outside
52



Client

Private

network

Mail gateway
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Example

% telnet mailgw.acn.org. 25
Trying 199.22.169.4...
Connected to mailgw.acn.org.
Escape character is |

220 mailgw.acn.org ESMTP Sendmail 8.8.5; Sat, 15 Aug 1998 23:55:31
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Emalil System

User A User B
@ [ ]
T T
! !
Interface © © Interface
UA ! UA !
Spool Mailboxes Mailboxes Spool
\ /
Alias exp. Alias exp. |¢—p

Database / / \ Database

| MTA I Server Server | MTA MTA | Client
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i Alias Expansion

John
Friends ®

(One name) @

(One recipient)
“ One-to-many
alias expander

Database

Many-to-one “
alias expander

Database
s 1N LT

. : o john@nett.com acc@nett.com sell @nett.com
(Many addresses)
@ @ o 00 ﬁ
john@nett.com joe@deanza.edu janet@mcgraw.com
(Many recipients)

One-to-Many Many-to-One
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MIME: Multipurpose Internet Mail Extensions

Email wants to send anything: ASCII/Binary

57



