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s What are SSL/TLS?
m Symmetric vs. Asymmetric ciphers
m Shortcomings of both ciphers

m Cipher strength

= Digital certificates 1l

= Certificate content Il
m Secure transaction 'ﬁ -

Massive Information &
Knowledge Engineering



SSL & TLS

m SSL (Secure Sockets Layer), Why buy an
developed by the Netscape t%ﬂSL
Communications, and black-box when

. you can get an
TLS (Transport Layer Security), open
the open-standard replacement for “#é““e.

SSL, are two protocols that add
encryption and authentication onto
the TCP/IP stack.

m Two main SSL/TLS features:

m Ciphers: enable the encryption of data between
two parties, i.e. a client and a server.

m Digital certificates: provide the authentication of
the two parties.
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Two types of ciphers .. %

= Symmetric (secret-key ciphers)
m Use a single key for both encrypting and decrypting

data.
s The encrypted data is secure only if the key can be

securely distributed to both parties.
s Asymmetric (public-key ciphers)
m Public key is used to encrypt data.

m Private key is used to decrypt data.

s Only the private key can decrypt the data that has
been encrypted by its public key pair.
s Data encoded with the public key is secure as long
as the private key stays secure.
« You can freely distribute your public key without
security risk as long as you keep your private key
secure.

Massive Information & 4
Knowledge Engineering



Shortcomings of both ciphers

s Symmetric encoded data can be secure only
so long as the key used is secured.

m Asymmetric encoded data require a longer
processing time.

m SSL/TLS use both types of ciphers:

s Use asymmetric cipher to securely exchange the
symmetric key.

s Use symmetric cipher during data transfer.
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Cipher strength

m Cipher size or strength plays an important
role is secure transaction.
m 40-bit or 56-bit cipher size in common web

browser is considered weak since it can be cracked

in approximately one week using current computer
processing power.

’a About Internet E xplorer

. Microsoft®

ntlerne
plorer

Yersion: 5,00,235314 1003
Cipher Strength gm Update Information
Productk ID:5007 159 TT-4371364-04811
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Cipher strength (2)

m 128-bit strength ciphers
are not unbreakable, but
involve a larger time and
resource commitment that
reduces the usefulness of
the data being sought.

« We can crack a weak
ciphered credit card data
and go shopping within a
week.

« We must take time and
employ much resource
(albeit money) to crack a
strong ciphered credit
card data and perhaps, if
success, can go shopping
within 6 month!
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Il I it
Digital certificates " mafm

m Allow authentication of the parties engaged
in a secure transaction.
m Two types of certificates: ey
m Server certificates . AUTHENTICSITE.
s Client certificates : '
m Both types of certificates are in the X X.509
format, and issued by Certificate Authorities

(albeit CAs such as VeriSign, Thawte,
Entrust) that act as a trusted third party

m CAs verifies the identity of the two parties.

m Server certificates are required in and
SSL/TLS transaction, client certificates are in

general not needed.
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Certificate content

m A serial number
m Name of the CA

m Period the certificate
is valid for

m Information of the
party in question,
such as name, street
address and/or email
address

m Subject’s public key

m A signature from the
iIssuing CA

public key value

= cart holder's Urigue marme lLJNF
- iSEWEE S WA P
- version of cert, format
= cartificate sarial number
- sighature algoritbum identilier
| [(for certificate
iB5Uer s Signature)
- periificale isswer’'s name
[the Certification Buthoriby)
= validity period {star
E'IFIIFE“IDI'I datesmee)
= gXtens0nNs

imication Authority's
Certificalion Authority's  private key [also called
digital signature the reoct CA certificate)

Massive Information & 9
Knowledge Engineering



Secure transaction using SSL/TLS

N\ & Prip

? Ve
m The client requests a secure transaction (by g
accessing a URL with https) and lets the o}
server know what ciphers and key sizes it ®
can handle. *00; . po°"

m The server sends the requested server certificate,
which contains the server’s public key in a “package”
that has been encrypted by a CA. It also sends a list of
ciphers and key sizes in order of priority.

m The client:

m Generate a new symmetric “session” key based on
the priority list sent by the server.

m Compare the CA that issued the certificate to its list
of trusted CAs, verify that the certificate has not
expired, and check that the certificate is used by the
server that is listed in the certificate.
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Secure transaction using SSL/TLS (2)

5}2100% secure
urdenng f(}

m The client encrypts a copy of the new will undercut any
. - . weabsite or sho

session key with the public key sent by the oo i
server. F'rﬁduukc :ﬂ?;t;:Lds ; " the

m The client then sends the new encrypted wil bt their price
key to the server. e a Cchen

m The server decrypts the new session key with its own
private key.

m At this point, both the client and server have the same
secured session key which can now be used to encrypt
and decrypt the rest of the transferred data.

If the server wishes to verify the client it will now ask
for the client certificate.
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