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i TCP/IP Encapsulation
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TCP Segment Format

Header Data
Source port address Destination port address
16 hits 16 hils
Sequence number
32 bits
Acknowledgment number
32 hits
HLEN |Reserved| G |2 E| B S [Y Window size
4 bits 6bits |G K a1 NN 16 bits
Checksum Urgent pointer
16 bils 16 bits

UDP Datagram Format

Variable R
8 bytes
Header Data
Source port address Destination port address
16 bits 16 bits
Total length Checksum
16 bits 16 bits




IP Datagram

20-65536 bytes

20-60 bytes

Header

Data

VER HLEN Service type Total length
4 bits 4 bits 8 bits 16 bits
Identification Flags Fragmentation offset
16 bits 3 bits 13 hits
Time to live Protocol Header checksum
8§ bits 8 bits 16 bits
Source 1P address
Destination IP address
Option
_ " i
Destination | Source \
Physical Address Physical Address Type
(First 6-byte) (Second 6-byte) { 2Bytes
< >t »it »
' ' P TCP CRC
Ethernet Header Header Header paa 4 bytes




i Regular Ethernet
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Station 1 transmits to all (broadcast)

i Regular Ethernet
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Station 1 transmits to station 4
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i Sniffer

shooting
shooting

Network and protocol analyzer

Example: Etherpeek, Ethereal

For network maintenance and trouble

Capture, monitor, analyze, trouble
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Ethereal

@ (Untitled) - Ethereal

> Ethernet II, sr 3
b Internet Protocol, Src Addr:

©00:04:

122:02, Dst: 00:0h:5d:51:ac:
158.108.2.69 (158.108.2.69), Dst Addr: 158.108.135.
b Transmission Control Protocol, Src Port: http (80), Dst Port: 1617 (1617}, Seq: 130, Ack: :

Ble Edt Yew Go Caphwe Andyze  Statistics
BEEHx@ R DF I QA D X

Dyewer | | 4 Expression... | Yuciear | &pplyl

No. [rime [soures [oestination Jprotocel Jinfo =
356 3.394784  158.108.2.69 158.108.135.137 WTTP  HITP/1.1 304 Mot Modi
358 3.30430)  158.108.135.137 158.108.2.68 TCP 1617 > http [ACK] Sec
350 3.304355  158.108.2.69 158.108.135.137 HTTP  HTTP/L1.1 304 Not Modi
360 3.394350  158.108.2.68 158.108.135,137 Tcp ttp > 1618 [FIN, Ack
361 3.394370  158.108.135.1%7 158.108.7.6% TCP 1618 > http [AcK] Sec
362 3.395642  158.108.135,137 158.108.2.69 TCP 1617 > http [FIN, ACK
363 3.395738  158.108.2.68 158.108.135,137 TCP http > 1617 [ACK] Sec
364 3.307766  158.108.135.137 158.108.2.65 TCP 1618 > http [FIN, ACK
365 3.307946  158.108.2.69 158.108.135.137 TCP  http > 1618 [ACK] Sec|x

q i 0|

137 (158.1C

Frame (frame), 60 bytes  i|P: 706 D: 703 M: 0
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i Raw Frame

0000\ @&~ Ub 5d 51 ac 5b 00 04 dd 49 22 02 08 00 45 ONZ. .10
00 28 5e 2a 40 00 3f 06 16 ff Se 6o 072 45 Se B¢

9 00 50 06 51 4b 40 bd a4 55 11 14 <f 50 11

6 a6 00 00 00 00 00 00 00 00 ™ N ¥.:o-n

# of Byte Raw Frame
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i Ethernet Header/Trailer

_ ® 4>
Destination Source |
Physical Address Physical Address
(First 6-byte) i (Second 6-byte)
' P TCcP CRC
Ethernet Header Header Header Data 4bytes

Ethernet

Destination: 00:0kb:5d:51:
Header Source: 00:04:dd:49:22:02 (158.108.126.1)

Type: IP {0x0800)

Trailer: 000000000000
> Tnternat Protocol, Src Addr: 158.108.2.69 (158.108.2.69), Dst Addr: 158.108.135.137 (158

o _ ] 0
ORDEIC0 0b 5d 51 ac S5b 00 04 dd 49 22 02 iy 45 00 P .
Ethernet 0010 00 25 Se Za 40 00 3t 06 18 9e Bc 45 9e 6c LLARELT. E.1
. 0020 87 B9 00 50 0& 4h 40 _hd =4 11 14 cf 50 11 .. .PLOK@ e
" s ] [N, P
0030 19 20 00 00 00 Q0 O
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i IP Header

Destination IP Address
158.108.135.

Source IP Address

9e 6¢ 02 45
158.108.2.69

137

VER
4 bits

HLEN
4 bits

2065536 bytes

-6 bytes

Theader

serviee tvpe
B hits

Total length
16 bits

Identification Flags Fragmentation offset
1 bits 3 his 13 hits
Timse o five Protocal Header checksum
# bty & bits 16 bits

Source 11 address

Destination I address
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TCP Header

» Transmi

. Dst

Sotree port address Destination port nddress
16 hits 1 biis
Seguence number
32 bils
Acknowledgment number
32 hits
HLES [reserved| B [ &SR] 5S Window size
Abis | obis J e ]o]r]s]s 16 bits
Checksum Urgent polnter
16 bits 16 bilts

Port: 1617 (1617}, Seq:

] l‘ | |
0000 00 Ob 5d 51 ac 5b 00 04 dd§49 22 0z 08

0010 Se 73 40 00 3f 06 1 92 6c 02

0020

0030
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$ Live Capture

= Demo
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