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Many Internet users connect from home
« Dial-up (Telephone line)
* Leased line
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!_’ PPP Layers

Data link

A variation of HDLC

ANSI standards

Physical
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PPP Layers (stacks)

= Link Control Protocol (LCP)

= Authentication Protocols

= Network Control Protocol (NCP)
= Bit Padding

= Digital Signals (DS) Services
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:’ PPP Frame
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Address | Contral

< Flag Protocol ‘ Data and padding | FCS Flag I
I byie | byte 1byte |or2 byies Variable 2or 4 byies | byie

Address: broadcast (avoid data link address)
Control: U-frame format (HDLC)
Protocol: defines data field
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!.| Link Control Protocol (LCP)

1 byte | byte 2 bytes Variable

Lcp
packet

Code

1D | Length | Information for some LCP packms|

‘ Flag

Payload =
{and padding) FCs

Address

Control | Protocol

Flag |
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Link Control Protocol (LCP)
« establish/terminate
* maintain
« configuration

Code: 01=Config-request
02=Config-ack
05=Terminate-req
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!.’ Common Options

Maximum receive unit 1500
Authentication protocol None
Protocol field compression Off
Address and control field compression Off
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Authentication

= Mostly PPP is dial-up user.
= Validating the user is important

= Password Authentication Protocol (PAP)
= 2-way handshake
= Less secure

= Challenge Handshake Authentication Protocol
(CHAP)

= 3-way handshake
= More secure (no password sent)
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Password Authentication Protocol

!_’ (PAP)

User System

Point-to-point physical link

Authenticate-request packet
—{ User name and password »—
Auth k or authenti k packet
—f] Accept or reject ——
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!-| PAP Packets

AL Packet

Ibytc lbyte 2byws lbyte Varisble  lbyw Verisble
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i Ibyt: Ihyte 2hytes Dbyl Varishle
Emm-uk |m.=zf o | Length |"';ﬂ P |
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Challenge Handshake

!-’ Authentication Protocol (CHAP)

Point-to-point physical link
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Challenge packet e
e Challenge value —
Response packet
— Resg and name ——
Success ar failure packet
—-4—{ Accept or reject }—
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* CHAP packets

1 biyte 1 byte 2 bytes | byte Variable 1 byie Varlable |
Authenticate- | . User name Passwrid

........ I oo “ 1 ‘ Length ‘ Vargih ||Jl!r|||1m{ i | Password |
i Thyte 1hyte Zbyies  1byte  Varisble
{ Authenticate-ack |['mh-:z| i3] | Length | ht',:m“" |Ummw{
: Thyte 1byte Zbyies  Tbyie  Variable
1 . . Message
+ Authenticate-nak |Code: 3| 10| Length | g User s
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i PPP Transition states

Dyop carrier

Terminating
(link) __
y Fail

Detect carrier

Internetwork Protocol Control

* Protocol (IPCP)

1byte 1byte 2 bytes Variable

* Establish / Terminate @ network layer connection (IP)
« Code 01:Configure-request
02:Configure-ack
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Finish Success
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PPP communication
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