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How do we know that data is
corrupted (errors occur)?

= > How to detect the error?

= Does not know at the signal level
= Comparison...

= 2> Redundancy

= 2 copies of everything (slow, high overhead)
= Extra info.
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Detection Methods
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!-| Example

Suppose the sender wants to send the word world. In
ASCII the five characters are coded as

1110111 1101111 1110010 1101100 1100100
w ] r | d
The following shows the actual bits sent

11101110 11011110 11100100 11011000 11001001

Longitudinal Redundancy
Check (LRC)

Direction of movement

10101010 10101001 | 00111001 l]Ol]lOll]l]ODll]l

LRC Data
n bits

«Can detect n bits burst error
*>n bits can be detected >high prob.
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Two-dimensional parity

!_| (LRC + VRC)

Original data
1100111 1011101 0111001 0101001
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11001111 10111011 01110010 01010011 01010101

Data and parity bits

Row parities

Column parities

11

Cyclic Redundancy Check
(CRC)

el it

Remainder

n hits

Zero, accept
Non-zero, reject
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Binary Division
in a CRC generator
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exira zeros
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!-‘ Polynomial

x7+x5+x2+x+1
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Binary Division
in a CRC checker

Quotient

111101

Divisor 1 1017100100001 Daa plus
CRC received
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: remainder is zero,
we must use 0000 instead 0:0:0:0,
of the original divisor, 1101
1101
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!-’ Polynomial and Divisor

Polynomial

[A7+X5+XZ+X+1]

10100111

Divisor
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!-‘ Choosing the polynomial

2 properties
« Should not divisible by x

« Should be divisible by (x+1)
Example

« Cannot choose x (binary 10) or x2 + x (binary 110)
« Because both are divisible by x.
« Can choose x + 1 (binary 11)
« Because it is not divisible by x, but is divisible by x + 1.

« Also choose x? + 1 (binary 101)

« Because it is divisible by x + 1 (binary division).

!-’ Standard Polynomials

Name Polynomial Application
CRC-8 X8+ x2+x+1 ATM header
CRC-10 X0+ X9+ x5+ x4+ x2+1 ATM AAL
1TU-16 X6+ x12 4+ x5+ 1 HDLC
X32 + X26 + X23 + X22 + Xlﬁ + X12 +
1ITU-32 X114 x10 4 x8 4+ X7 + X5 + x4 + X2 LANs
+x+1
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CRC

= Very effective detection method

= Can detect all burst of length < degree
of polynomial

= Detect other errors ->high prob.
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Notes:
*Segment

i Checksum +Add using one’s complement

*Sum is complemented
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2 Data Unit and Checksum

The receiver adds the data unit and the checksum eld. I the result
is all s, the data unit is accepled; otherwise it is discarded.

Sender I—H Checksam [Data unit }—El
| r T
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!-’ When the error is detected:

= How can we correct them?
= Discarded and resent
= Automatically correct without resent
= In theory, any error binary code can be
corrected
= But adding complexity
= Redundancy
= Limited up to 3 errors because of overhead
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2 Error Correction
Redundancy

Data (m) bits (r) bits

[TTTT] - T

Total m + r bits
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Number of redundancy bit

= Total bit = m+r

= I must be able to indicate all positions
including no error > m+r+1

= I bit can indicate 2" states

SO 2'>= m+r+l

= For ASCII (7bits) > m =7
n 24>=T7+4+1
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Hamming Code
= Example: 7-bit ASCII needed r = 4

11 10 9 8 7 6 5 4 3 2 1

did|d|r|d|d|d|r|d|r|r

Redundancy bits
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!-| Hamming Code
rq will take care
ol El_n_m_ bits
L
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———
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27

!.’ Hamming Code

r] will take care |
of these bits

e Y e
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!-’ Example of Hamming Code
CHINEEECE EEENEE O EE
I I 2 T = o 1
Addingri[ 1] oJo W 1 [ 1] o [ORR 1 IR | Each bit is
_—y — —_____ |covered
adding 2 [1 o [0 [0 1 [+ [0 o] ¢ [[o [ by at least
—r—Tr—1 2 checkers
Addingrg [1 [0 [0 ] [ 1T To POl + PGS

| O
Adding rg [ 1 ]{1 | 0 |_|J 1 [ 1 |_c|| 0 | 1 [ o [ 1

Code: 10011100101
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!-| Single-bit error

Sent Received
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!-’ Error Detection
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* Burst Error Correction

Error —= [ILIP00000L 11111000811
Error —= 10107011111 10101011111
11111001100 11111001100

Exrroe == 01171011001 01101011001
Erroe == 01171010110 {[Mo o0 1 01101010110
Error —= 01 1 ofMo 101 01111001111
Received data 1 il o B 18 o0 Data before being sem
Myotx10010
@1 olkodtro
EHiRopalkti

Data in trarsition

Rearrange the data to become one bit error

31




